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Abstract

In this paper, we propose a self-stabilizing mutual exclusion algorithm using tokens for mobile ad hoc networks.
Our algorithm is based on dynamic virtual rings formed by circulating tokens. We require the topology to be static
while the algorithm is converging. But after it has converged, under a restricted mobility assumption, it guarantees
both the safety and liveness properties of mutual exclusion; under arbitary mobility, it cannot guarantee the
liveness property, but it does guarantee the safety property.

1 Introduction

Mobile ad hoc networks consist of mobile hosts, which are free to move arbitarily. The communication between
the mobile hosts depends on their positions and transmission ranges, so the communication topology may change
with time as the hosts move into and go out of each other’s transmission range. The technology of mobile ad hoc
networking is becoming increasingly prevalent and it has been an active research area. But as pointed out in [7],
much of the work in this area has focused on routing and medium access control protocols, and there is less work
on distributed services. Past work on distributed services focused on non-fault-tolerant algorithms. For example,
in [7], several distributed token circulation algorithms for mobile ad hoc networks are studied, one of which, the
LRV algorithm, shows quite good performance in simulations. And in [10], a mutual exclusion algorithm for
mobile ad hoc networks is presented. In this paper, we propose a self-stabilizing mutual exclusion algorithm for
mobile ad hoc networks, denoted by ssME, which is based on the LRV algorithm.

The concept of self-stabilization was first intoduced by Dijkstra in [4], in which a system is defined as self-
stabilizing if, starting from an arbitary configuration, it is guaranteed to converge to a “legitimate” configuration in
finite time. The execution starting from that legitimate configuration shows desired behavior. Self-stabilization is
an important technique for designing algorithms that tolerate arbitrary transient faults, and a lot of work has been
done on it for static networks. However there is very little work on self-stabilization for mobile ad hoc networks
(one exception is [6]). It is inefficient to apply a self-stabilizing algorithm for static networks directly in mobile
ad hoc networks for the following reason. In these algorithms, a topology change is generally considered as a
kind of transient fault and the algorithms usually require the topology to be static for converging to and staying in
legitimate configurations. If such an algorithm is applied in a mobile ad hoc network, which typically experiences
frequent topology changes, it would try to converge every time a topology change occurs, which is quite inefficient
and might cause the algorithm never to reach a legitimate configuration.



In this paper, we focus on the mutual exclusion problem in mobile ad hoc networks and propose an algorithm
ssME which can tolerate restricted topology changes after it has converged. A mutual exclusion algorithm should
satisfy two properties: safety — there is no more than one processor in the critical section; and liveness — every
processor enters the critical section infinitely often. The mutual exclusion problem can be solved by circulating a
token throughout the system in an appropriate way; when a processor has the token, it can enter the critical section.
If the token circulation algorithm satisfies analogous safety and liveness properties (no more than one token in the
system and every processor gets it infinitely often), clearly this simple approach to solving mutual exclusion is
correct.

Our algorithm is based on a token circulation algorithm called LRV [7], in which the token is forwarded by
the current token holder to its neighboring processor that was visited by the token least recently. A distinguished
processor in the system periodically generates a token. Upon receipt of a token, a processor checks the token
state and its local state to decide whether it is in the critical section in such a way that only one processor is in
the critical section even when there are multiple tokens in the system. Since in an adversarial mobility pattern,
a processor might always avoid the token holder and never get a token, certain constraints on the mobility are
required to guarantee the liveness property. In this paper, we define constraints on mobility that suffice to ensure
the liveness property of mutual exclusion.

Self-stabilizing mutual exclusion and token circulation algorithms have been designed for static networks. How-
ever, after they converge, they do not guarantee their safety properties in the presence of ongoing topology changes;
thus a mutual exclusion algorithm based on one of these token circulation algorithms in the simple way mentioned
above cannot guarantee its safety property. In [4] a self-stabilizing algorithm for mutual exclusion on a ring is pre-
sented. Self-stabilizing depth-first token circulation algorithms are presented in [8] and [3]. If they are applied in
mobile ad hoc networks, after they have converged, mobility might break the safety property of mutual exclusion
or token circulation. In this paper, ssME can guarantee the safety property in the presence of arbitary mobility
after it has converged.

We require the network to be static while ssME is converging. But after it has converged, under the given
mobility constraints, ssME guarantees both the safety and liveness properties; under arbitary mobility pattern it
does not guarantee the liveness property but it does guarantee the safety property. This paper draws on ideas from
[4] and [9]. In [4], a counter is used at each processor for mutual exclusion on a ring. In [9], the idea of “counter
flushing” is applied on a ring, a tree and a general graph with a spanning tree. Here we apply this idea to the
dynamic virtual rings formed by circulating tokens in a mobile ad hoc network with general topology. If we apply
the idea in [4] on a fixed virtual ring for mobile ad hoc networks, we can get a self-stabilizing algorithm if we
put some constraints on the mobility to ensure the liveness property. But a fixed virtual ring is quite inefficient in
mobile ad hoc networks. Thus dynamic virtual rings are used in ssME to reflect the changing topology.

2 System Model

In this paper the mobile ad hoc network is represented by a directed graph, in which each vertex v; represents
a mobile processor p; and there is a directed link from vertex v; to vertex v; if and only if mobile processor p; is
within the transmission range of mobile processor p;.

We have the following assumptions for the mobile ad hoc network G:

e G is a message passing system with an upper bound d on the point-to-point message delay.
e There is an upper bound g on the number of messages generated by a processor in each time unit.
e The messages in transit are in a FIFO incoming queue at the receiving processor.

e The mobile processors in G are always strongly connected and each processor knows the ids of the other
processors.



In this paper we assume there is a distinguished processor in G (later we will discuss relaxing this assumption).
In the sequel we denote the set of all processors in the system by P, the distinguished processor by pg, and the
other processors by p;, i € {1,..., N — 1}, where N is the number of processors in G. For simplicity, we assume
the id of p; is 3.

We assume there is a reliable underlying communication service so that we are not concerned about message
loss. This communication service on processor p; provides the following API function for point-to-point commu-
nication between adjacent processors:

e Send( id j, message msg ). Forwards the message msg to the incoming FIFO queue at p;, where p; is a
neighbor of p;.

Given a mobile ad hoc network G, we refer to the state of a processor p; excluding the incoming queue as “the
local state” of p;, denoted by pstate;, which consists of the status of the local variables at p;. We denote the incom-
ing queue at p; by p;.queue, and the state of p;.queue by gstate;, which consists of the sequence of messages in
pi-queue. Thus the configuration of G can be described as { (pstatey, .. ., pstate,_1), (gstatey, . .., gstate,_1),
7 }, where 7 is the topology of the network.

In this paper, we study the execution of an algorithm in a mobile ad hoc network in which topology changes may
occur. There are two kinds of events: local computation events and topology changes. Each event is associated
with a real number, indicating the real time of its occurrence. A local computation event is initiated by the receipt
of a message or a timeout expiring. A local computation event can change the state of the processor at which
it occurs, and enqueue messages in the incoming queues of neighboring processors. A topology change event
changes the topology 7 (specific restrictions on the topology changes are discussed below). We assume the local
computation time is negligible.

An execution of an algorithm in G is an alternating sequence of configurations and events cg, e1, c1, €2, - . - Sat-
isfying the following: (1) The real times of the events form a monotonically increasing sequence; if the execution
is infinite, then the times increase without bound. (2) Messages are sent and received and topology changes occur
in ways that are consistent with the assumptions listed above and the mobility constraints discussed below. (3)
Each configuration after the first follows appropriately from the previous, according to the specification of the
intervening event.

3 Task of Mutual Exclusion

We now define the mutual exclusion task, similarly to [4]. In the definition, “processor p; being in the critical
section in configuration ¢” refers to a predicate whose specifics will depend on the particular algorithm.

Definition 1 (Task of Mutual Exclusion ME). We define the task of mutual exclusion by a set of executions,
denoted by ME, such that the following conditions hold:

e safety: There is no more than one processor in the critical section in any configuration; and

e [iveness: Every processor enters the critical section infinitely often in each infinite execution.

In this paper we focus on a self-stabilizing M& algorithm for mobile ad hoc networks with certain constraints
on the mobility. The definition of a self-stabilizing M& algorithm in a mobile ad hoc network is defined as follows:

Definition 2 (Self-Stabilization). An algorithm is self-stabilizing for ME with respect to a mobility pattern in a
mobile ad hoc network if, starting from an arbitary configuration, every infinite execution of the algorithm with
this mobility pattern has a suffix that belongs to ME.



Similarly to [5], we define a safe configuration for ME& with respect to an algorithm and a mobility pattern in a
mobile ad hoc network:

Definition 3 (Safe Configuration). A configuration c is safe for M& with respect to an algorithm and a mobility
pattern if every infinite execution of the algorithm with that mobility pattern that starts from ¢ belongs to ME.

We say an algorithm is stabilized or has converged if it has entered a safe configuration.
4. Self-Stabilizing Mutual Execution Algorithm ssME

ssME is based on circulating token messages. The distinguished processor po keeps generating tokens and
each token is routed independently by £LRV. When a processor p receives a token, it checks its local state and
the token’s state to decide whether it is in the critical section. After ssME has stabilized, there might be multiple
tokens in the system, but no more than one of them can enable a processor to be in the critical section.

In this paper we define a mobility pattern, called “£RV-friendly” (defined in Section 4.1), under which the
liveness property of ME can be guaranteed. We require the network to be static until ssME enters a safe con-
figuration. Once ssME is stabilized, in LRV -friendly mobile ad hoc networks, it guarantees both the safety and
liveness properties of ME; otherwise it cannot guarantee the liveness property but it does guarantee the safety
property. Actually any token circulation algorithm can be used here as long as it satisfies Property 1 (defined in
Section 4.1) and works in a “friendly” (defined in Section 4.1) mobile ad hoc network.

4.1 LRV algorithm

The non-self-stabilizing LRV algorithm is introduced in [7], in which there is a unique token ¢ that contains
the data structure ¢.ts[1..N], where ¢.ts is an array of N integers (the “timestamp array”) initialized to all 0’s and
t.ts[z] is a timestamp indicating when the processor received the token most recently.

LRY code forp;, 0 <i < N:

Event Receive;(token t):
1 tts[i] = max(tts) +1;
2 next = index of t.ts entry among all neighbors of p; with minimum value (break ties by id);
3 send ¢ 10 ppext;

Given an execution e of LRV, let the token holder list th(e) be the sequence of ids indicating the order in
which processors have held the token. We partition th(e) into rounds as follows: round 0 is the minimal prefix
of th(e) in which every processor id appears at least once; round %, 2 > 0, is the minimal prefix of the suffix of
th(e) following round ¢ — 1 in which every processor id appears at least once. The length of a round (resp. a token
holder list) is the number of ids in the round (resp. token holder list).

From the above code, we notice that the choice of the next token holder and the update to ¢.ts are determined
by the current token holder p, the neighbor set of p and the current state of . So we have the following property
of LRV in a static network:

Property 1 If two configurations have the same topology 7, the same token state, and the same token holder, then
the executions of LRV from those configurations, in which = never changes, have the same token holder list.

In [1], it is shown that there exist (static) graphs that have executions of LRV with exponential round length and
that an upper bound on the round length of LRV for any static graph is O(V - AP), where A is the degree and D
is the diameter of the graph. However, in the simulation results in [7] the observed round lengths were very small,



in fact, close to IV, for both static and dynamic networks. Thus, we are interested in practical situations when the
round length can be estimated as something significantly smaller than O(N - AP) and the mobility “cooperates”
with this estimate. We denote this estimated round length as RL ;.

Definition 4 (LRV-friendly). A mobility pattern is LRV -friendly with respect to RL.; if, in every execution
satisfying the pattern, whenever infinitely many tokens are generated and forwarded by LRV, infinitely many of
them finish IV consecutive rounds with total length no more than N - RL ;.

We require R L. to be such that a static network is LRV-friendly. Note that by [1] as mentioned above, there
is always some value for R L. that will work.

In ssME we use a variant of LRV, denoted by LRV(M axys) where Maxzys = N - RLcs, Which is similar
to LRV except that the timestamps in LRV(M azx4,) are in the range [0, Max] and the operation “+” on t.ts is
addition mod Maxs + 1. Property 1 is still true in LRV (M azs) and we have the following lemma:

Lemmal In every execution whose mobility pattern is LRV -friendly with respect to RL g, Whenever infinitely
many tokens are generated and forwarded by LRV (M azs), infinitely many of them finish V consecutive rounds
with total length no more than N - RL ;.

Due to space limitations, we do not provide the proof in this paper; it is in the full paper [2].
4.2 Algorithm ssME

Besides the timestamp array ¢.ts, each token ¢ contains the following data structures, where Maxss = N -RLeg
and Maxgyg =9 N -RLegt-d+2 = g-d- Maxss + 2. Maxy, is the maximum timestamp of a token generated
by po before it finishes NV rounds. M azx;q is two greater than the maximum number of tokens generated by pg
during this time.

e id: integer in [0, M azy;4), the id of token ¢.

e ts[0..N]: array of integers, each value in [0, Maz,,], the timestamp array of token ¢.

predefinedPath: permutation of {0,---, N}, list of processor ids indicating the order in which they are
to be visited by token ¢.

visitedSet: subset of {0, --, N}, indicating processors already visited by token ¢.

routingOrder: permutation of any subset of {0, - - -, N'}, list of processor ids indicating the order in which
token has been routed, which will be used to update predefinedPath, so that it will adapt to reality.

Each processor p;, 0 < ¢ < N, has in its local state the following variables:
o tid;: integer in [0, Maxyq4), the local token id at p;;
Processor pg also has the following variable:

e predefinedPathy: permutation of {0,---, N}, list of processor ids which is updated by t.routingOrder
and is used as a token’s prede fined Path when the token is generated.



Since the self-stabilizing algorithm might start in an arbitrary configuration, the data in the local variables or in
the tokens might be out of range. If such data is detected, ssME sets the variable to any predefined value. Thus
in the sequel we assume all data is in range.

In ssME, pg keeps sending tokens with its local token id, tidg, in event T'imeouty, which handles the case that
all tokens are lost due to faults. By our predicate for the critical section (defined below), the algorithm guarantees
that only one token can enable a processor to be in the critical section even when there are multiple tokens, so the
timeout value of the timer doesn’t matter.

Each token ¢ is routed by LRV (Maxs) in function NextID(t), but it visits the processors according to
t.predefinedPath. Each time processor p; receives t, it checks whether all the processors previous to it in
t.predefinedPath have been visited by t, that is, are in t.visitedSet. If not, ¢ is routed by p; to the next token
holder decided by NextID(t), otherwise we say p; is visited by ¢ and p; is added to t.visitedSet. When p; is
visited by ¢, p; checks tid; and ¢.id to decide whether it is in the critical section before p; routes ¢ to the next token
holder.

In ssME the predicate for the critical section is defined on configuration ¢ and processor id i as follows:
if i # 0, pred(c,1) is (all the processors previous to p; in t.predefinedPath C t.visitedSet) &&(t.id ==
(tid; + 1) mod (Mazyq + 1)), otherwise pred(c, i) is (P == t.visitedSet)&&(t.id == tidy), where t is the
first token in p;.queue.

ssME code of p;,i # 0:
Event Receive; (token t):
Precondition: token ¢ is the first token in p;.queue.

Action:
01 remove t from p;.queue;

02 if (max(t.ts) > Maxys) then

03 return; /* token t is discarded */
04 endif;
05 if ( {all the processors previous to p; in t.prede finedPath} C t.visitedSet ) then
I* p; is visited by t */
06 add p; to t.visitedSet;
07 if (t.id == (tid; + 1) mod (Mazyq + 1)) then
/* Critical Section */
08 tid; = t.id,
09 endif
10 endif

I* the token is routed to the next token holder */
11 if ( p; & t.routingOrder ) then
12 append p; to the end of t.routingOrder;
13 endif
14 nextID = NextID(t);
15 Send(nextID,t);

ssME code of pg:



Event T'imeouty:
Precondition: timeout.

Action:
16
17
18
19

t = GenerateT oken(tidy, prede finedPathy);
nextID = NextID(t);

Send(nextID,t);

reset timer;

Event Receiveg(token t):
Precondition: ¢ is the first token in pg.queue.

Action;
20

21
22
23

24
25

26
27

28
29
30
31

32
33
34
35
36

remove t from pg.queue;

if (maz(t.ts) > Mazy) then
return; /* token ¢ is discarded */
endif;

if (P == t.visitedSet) then
if (t.¢d == tidy) then
[* a new phase is started */
tidy = (tidyg + 1) mod (M axy;q + 1);
predefinedPathy = t.routingOrder;
I* Critical Section */
/* token ¢ is discarded and a new token ¢’ is generated */
t' = GenerateToken(tidy, predefinedPathy);
nextID = NextID(t');
Send(nextID,t');
else
/* token ¢ is discarded */
endif
else /* not every processor is visited */
nextID = NextID(t);
Send(nextID,t);
endif

token GenerateT oken(tokenID tid, processor List pPath):

37
38
39
40
41
42
43

create new token data structure ¢;
t.id = tid,;

t.predefinedPath = pPath;
t.routingOrder = (py);
t.visitedSet = {po};

t.ts =[0,0,---,0];

return ¢;

ssMEcodeofp;, 0 <i< N —1:
id NextID(token t):

44

t.ts[i] = (maz(t.ts) + 1) mod (Mazs + 1);



45 next = index of ¢.ts entry among all neighbors of p; with minimum value (break ties by id);
46 return next;

5. Sef-Stabilization of ssME

In this section, we consider the self-stabilizing property of ssME. We first discuss some basic properties of
ssME inLemma 2, 3, 4 and 5. Then we focus on the configurations with property SC (defined below), which have
some interesting properties described in Lemma 7. Lemma 6 shows that starting from an arbitary configuraion,
ssME will eventually enter a configuration with property SC if the topology remains static. Lemma 8 shows that
the configurations with property SC are safe configurations. We conclude in Theorem 9. Due to space limitations,
we do not provide the proofs in this paper; they are in the full paper [2].

By the code of ssME, each time processor p; receives a token ¢, ¢ is removed from p;.queue, after which
t might or might not be routed to the next token holder. If £ is not routed to the next token holder, we say ¢
is discarded by processor p;. There are two situations in which ¢ is discarded. One is in line 3 and line 22 if
max(ts) > Mawxs, another is in lines 25-32 with line 24 ¢rue. Here we define the lifetime of a token ¢ as the time
interval between the time when ¢ is discarded and the time of initial configuration if ¢ exists initially; otherwise we
define the lifetime as the time interval between the time when ¢ is discarded and the time when ¢ is generated. By
lines 2-4 and 21-23, we have the following property about token’s lifetime:

Lemma 2 Starting from an arbitrary configuration, every token’s token holder list is no longer than Mazs; and
its lifetime is no more than Mazy, - d.

By the requirement of RL.; for the static network, we have the following lemma:
Lemma 3 In a static network, every token generated by pg will arrive at py with line 24 true eventually.
We define the phases of an execution of ssME as follows:

Definition 5 (Phase). Given an execution o of ssME, we define the phases of o as follows: phase 0 starts at the
begining of o, and ends just before the first event of Receiveg(t) with lines 24 and 25 true in o; phase ¢, ¢ > 0,
starts immediately after the end of phase ¢ — 1 and ends just before the second occurrence after phase ¢ — 1 of
Receivey(t) with lines 24 and 25 true.

By the definition of phases and lines 26 and 27 of the code, we have the following property about phases of
ssME.

Lemma 4 The tokens generated by pg in one phase have the same id and predefinedPath, and the token id of
tokens generated in the next phase is one larger (mod (Maz44 + 1)) than that of the tokens generated in the
previous phase.

By the definition of LRV -friendly and Lemma 1, we have the following lemma:

Lemma5 Starting from an arbitrary configuration, there are infinitely many phases in an LRV -friendly execution
of ssME.

Now we consider the configurations of ssME with the following property, denoted by SC:

SC: There is a common token id [, such that all the tokens have the same token id / and each processor p;’s local
token id tid; is I.



Now we show that starting from an arbitary configuration, ssME& will eventually enter a configuration with
property SC if the network remains static. By Lemma 2, the tokens in the initial configuration will be discarded in
time Maz; - d, after which the tokens travel in a virtual FIFO pipe by Property 1 of LRV (M azs) if the topology
remains static. The local token id on each processor is updated when it is visited by a token. We can prove that
after (Mazyq + 1) phases, all the processors have the same local token ids, and at the end of this phase, all the
token have the same token id as the local token ids of the processors.

Lemma 6 Starting from an arbitary configuration, algorithm ssME& will enter a configuration with property SC
in time (Maxyq + 2) - Maxys - d if the network remains static, where Maxzy;, = N - RLest and Maxyig =
g-d- Maxss + 2.

We have the following properties for the configuration with property SC.

Lemma 7 Given an execution of ssM¢E with k + 1 phases starting from a configuration satisfying property SC
with common token id 7, we have the following properties:

¢ In phase k, there is no token with id of (I + k& + 1) or (I + k + 2).
o All the tokens in the system with the same id are generated in the same phase.

o At the end of phase k, all the processors have the same local token id of [ + k.

Consider the execution starting from a configuration satisfying property SC with common id /. By our predicate,
po is in the critical section at the end of every phase and no other processors are in the critical section in phase 0.
Since each other processor enters the critical section only when it is visited by the first token with id [ + & in phase
k,k > 0, by the predicate, the safety property can be proved by Lemma 7. Since each processor enters the critical
section in each subsequent phase and there are infinitely many phases in an LRV -friendly network by Lemma 5,
the liveness property of ME can be proved. So we have the following lemma:

Lemma 8 The configurations satisfying property SC are safe configurations of ME& with respect to ssME and
an LRV-friendly mobility pattern.

Now we discuss what kind of result we can get for ssME in a non-LRV-friendly mobile ad hoc work. Lemmas
6— 8 rely on Lemmas 2 — 5, of which Lemma 5 is the only one based on the property of “LRV-friendly”. In Lemma
6, we only consider the static network. Lemma 7 and the proof of the safety property in Lemma 8 do not rely on
Lemma 5, that is, they do not rely on the property of “LRV-friendly”. However the proof of the liveness property
of Lemma 8 does rely on this property, since in a non-LRV-friendly mobile ad hoc network, there might not be
infinitely many phases in an execution of ssM&, and the processors might only enter the critical section finitely
often.

Theorem 9 We have the following conclusion about the self-stabilization property of ssME:

e Starting from an arbitary configuration, ssME enters a configuration satisfying property SC intime (M az ¢;4+

2) - Mazys - d if the network remains static, where Mazs = N - RLes; and Maxyig = g - d - Maxzs + 2.

e In an LRV-friendly mobile ad hoc network, ssME guarantees both the safety and liveness properties of
ME in any execution starting from a configuration satisfying property SC.

e In anon-LRV-friendly mobile ad hoc network, ssME cannot guarantee the liveness property of ME, but
it does guarantee the safety property in any execution starting from a configuration satisfying property SC.



6 Conclusion

In this paper we presented a self-stabilizing mutual exclusion algorithm for mobile ad hoc networks. We require
the topology to be static while the algorithm is converging. Once it is stabilized, it guarantees both the safety and
liveness properties of mutual exclusion in an LRV -friendly network; otherwise, it cannot guarantee the liveness
property but it does guarantee the safety property. The assumption of a distinguished processor can be relaxed by
an existing or future self-stabilizing leader election algorithm for mobile ad hoc networks. In our future work, we
are interested in characterizing the specific mobility patterns in which the liveness property can be guaranteed. We
are also interested in relaxing the requirement of a static topology during the stabilization of the algorithm. More
practically, we would like to evaluate the usefulness of the heuristic by which the predefined path is updated and
compare it to others.
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